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Studentnet Security & Privacy Credentials

Commendations

* Australian Privacy Awards 2008 — Highly Commended, Microsoft Small Medium Business

* Australia New Zealand Internet Awards (ANZIA) 2011, Finalist, Security and Privacy

Industry Associations

» Cybersecurity Advisors Network (CyAN)

* Access 4 Learning - Schools Interoperability Framework (SIF)

o Office of Australian Information Commissioner (OAIC) — Partner

+ OWASP — Member
* APNIC — Member via parent company Coherent Cloud (CoClo)

* .au Domain Administration (.auDA) — Supply Member via CoClo

* OpenlD Foundation sustaining member — via CoClo

* |DPro Advocate level member — via CoClo

 Ed-Fi Alliance — Member
* Internet Society — Member

* Internet Society of Australia — Member via CoClo

* Association of Computing Machinery (ACM)

* Financial Services Institute of Australia (FINSIA/CICI)

* Managers of IT in Education (MITIE)

Studentnet Data Sub-Processors

Sub- Purpose of Categories of Location of = Security Measures

Processor | Processing | Personal Data Processing

Sendgrid/ | Email User email USA https://sendgrid.com/en-us/

Twilio notifications | addresses, names policies/security

SMS SMS User mobile Australia https://

Broadcast | Notifications numbers support.smsbroadcast.com.au/
hc/en-us/articles/
441200891764 7-Best-practise-
security-measures

AWS Hosting All Studentnet data = USA, https://aws.amazon.com/ses/

provider and provider of Australia

related data
processing services
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https://support.smsbroadcast.com.au/hc/en-us/articles/4412008917647-Best-practise-security-measures
https://support.smsbroadcast.com.au/hc/en-us/articles/4412008917647-Best-practise-security-measures
https://sendgrid.com/en-us/policies/security
https://sendgrid.com/en-us/policies/security
https://www.mitie.edu.au/
https://www.acm.org/
https://www.acm.org/
https://internet.org.au/membership
https://www.internetsociety.org/
https://www.ed-fi.org/
https://idpro.org/members/
https://openid.net/foundation/sponsoring-members/
https://www.auda.org.au/about-auda/membership/membership-list/
https://www.apnic.net/
https://owasp.org/
https://www.oaic.gov.au/
https://www.a4l.org/
https://cybersecurityadvisors.network/
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Security Standards Bodies

» ASD Australia Partner — registered with Australian Government’s Defence Department
Australian Signals Directorate, as part of Australia’s Critical Infrastructure

» Joint Cyber Security Centre (JCSC) — Sydney JCSC partner, an initiative of Cert Australia

» Australian Internet Security Initiative (AISI) — Studentnet was the first education-related
organisation to participate in and comply with AISI

* APNIC DASH - Dashboard for Autonomous System Health

* Payment Card Industry — Data Storage Standard (PCI-DSS) — Studentnet’s facilities have

been audited to comply with standard required for storage of credit card and financial data,
even though we do not retain any such data

* Notifiable Data Breach (NDB) — scheme participant

Secure Protocol Standards

« SAML?2
 o0Auth 2
e Shibboleth

*  OpenlD Connect

Technology Facilities

* Amazon Web Services
* PolarSeven (AWS Advanced Consulting Partner)
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